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When contracting with third parties, including new suppliers of goods and services to the Society, it is 
important that appropriate checks are carried out to ensure that they are reliable and reputable. This is 
known as ‘Supplier Due Diligence’.

The checks in this guidance should be completed when the supplier has been identified after 
engaging with either procurement or your commercial team. The Contract Management Process flags 
when that should be done.

Why do I need to carry out checks against a supplier?
Entering into a contract with another party can be a risk to the Society. 

Example - the other party may not have a good reputation or may not conduct their business in a way 
that is consistent with the Society’s values and so we may not want to do business with them.

Example – the other party may not be in a good financial position. If they go bust once we’ve entered 
into a contract with them it may cause us operational problems while we try to find another supplier as 
well as financial loss.

In what circumstances should checks be carried out?
It depends on the nature of the contract and who you are dealing with. Checks should certainly be 
carried out with high value contracts or contracts that are important to your business group or to the 
Society as a whole as they are riskier. Also, if you are dealing with a supplier who isn’t well known or 
who hasn’t been in business very long. 

What sort of checks should I carry out?

Basic
As a minimum you should make some basic enquiries of the other party.

• Website - a good starting point is often their website, if they have one, as that will normally provide  
 lots of information about them.

• Companies House – if you are dealing with a company, basic information such as the company  
 name, directors and accounts can be obtained by searching the Companies House register at   
 https://find-and-update.company-information.service.gov.uk/. You will need to know the other  
 party’s full company name or number to do a search. Those details will also be needed for the  
 contract.

Advanced
If the risks are higher also consider the following:

• Credit checks – Required where the lifetime value of the contract is over £5,000. 
 The Society subscribes to a credit checking service and this can be used to carry out credit checks  
 against the other party that you are proposing to contract with. It won’t cost you anything to carry  
 out a check and results can be obtained quickly. See here to access the service. You will need a  
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 log in which can be provided by Procurement if you don’t already have one. Guidance on how to  
 complete the check is here.

• Data security checks - Required where the contract involves the processing of the following types of  
 data:

 - Personal data (ie data that could identify an individual);
 - Sensitive financial information relating to the Society; or
 - Sensitive security information related to the Society’s premises or infrastructure.
 - Credit card information

To ensure the integrity of the Society’s data and systems, we carry out checks that third parties 
handle data appropriately. To do that we have a data security questionnaire to be completed by third 
parties, which can be found here. The responses will help the legal team identify if the technical and 
security arrangements in place by the third party are appropriate. 

Where the above types of data will be processed, the questionnaire must be submitted with the Due 
Diligence section of the Contract Summary Sheet.

• References – obtaining references can provide some reassurance though you should always make  
 your own judgement as your/the Society’s requirements may be different. Always let the other party  
 know first if you intend to take up references. References would typically be from a supplier’s existing  
 or previous customers, but could also be, for example, financial references from say a bank or   
 landlord.

What if I find out something about the other party that causes me concern?
If, having carried out your Supplier Due Diligence, you are concerned about anything speak to your 
Line Manager in the first instance. Others may be able to help – see Contract Management – Roles 
and Responsibilities.

https://colleaguesconnect.midcounties.coop/siteassets/how-to/managing-contracts/managing-contracts---credit-safe-user-guide.pdf 
https://colleaguesconnect.midcounties.coop/siteassets/how-to/managing-contracts/managing-contracts---data-security-questionnaire.xlsx 
https://colleaguesconnect.midcounties.coop/siteassets/how-to/managing-contracts/managing-contracts---roles-and-responsibilities.pdf 
https://colleaguesconnect.midcounties.coop/siteassets/how-to/managing-contracts/managing-contracts---roles-and-responsibilities.pdf 

