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Introduction

This Form must be completed whenever a data security incident occurs, whether an actual breach or a “near-miss” incident.
DPCs are responsible to ensure Reporting Forms are completed timely and in all the required fields without undue delay, and in any case as
soon as a data security incident becomes known.

Once completed, Reporting Forms should be promptly sent to the Society’'s Data Protection Manager ("DPM") at:
Email: data-protection@midcounties.coop
Post: The Midcounties Co-operative, Co-operative House, Secretariat Group, Warwick Technology Park, Warwick CV34 6DA

Please ensure you provide as much information as possible in your Reporting Form. If you don't know the answer, or you are waiting on
completion of an internal investigation, please indicate so in the Reporting Form. If any additional, and relevant, supporting information is
available, please ensure this is enclosed when you submit the Reporting Form. Ifany new information comes to light, DPCs should complete
an updated Reporting Form.

A reminder that in the wake of a data security incident, prompt containment actions and recovery of the situation are essential - DPCs must
ensure that action is taken to minimise the potential or actual impact on the affected individual(s) in the immediate term after the incident.

Please don't contact the affected individual(s) in the first instance. Once the Reporting Form has been received, the Society’s DPM will assess
the best course of action and liaise with the relevant DPC.

Under the provisions of currently applicable laws, the Society’s DPM has an obligation, in certain cases, to notify the Supervisory Authority
(the ICO) without undue delay, and in any case no later than 72 hours after becoming aware of it. It is therefore essential that business groups
report any data security incident as soon as they become aware of it, even if it is still being investigated and not all the details are know yet, in
order that the DPM can assess whether the incident is reportable to the ICO.

If your business group is regulated (Childcare, Phone Co-op and Travel) and you have regulatory obligations to report data security incidents to
your Regulator or a relevant body/organisation, you should do so without delay. However, note that this does not exonerate the business group
from reporting the data breach to the Society's DPM.

If you have any queries while completing the Reporting Form, please contact the Society’s DPM.
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**PLEASE NOTE**

1. Business Grou p'S Information Write only in the sections shaded in blue. All applicable sections of the Form must be completed.
Read accurately the guidance given (in italics) after each question, as it will help you to complete the Form correctly.

1.1. ICO's registration number XX
(If known):
1.2. Who is reporting the data security incident? XX

(please provide your name and job title, email address,
contact telephone number)

1.3. Contact details of the Branch/Store where the data security XX
incident occurred (branch name/postal address/email address)

(IMPORTANT - if the data security incident was caused by one of
your business group's third party processors (eg. a supplier, a
contractor, etc.), their contact details must be included in this
section. In these cases, please also provide a copy of the data
sharing agreement with the third party)

2. Details Of The Data Security Incident

2.1. When did the data security incident happen? XX

(please provide date and time)

2.2. What type of data was breached? XX

(you must choose a type of data (include all that types that apply)
- see guidance below)

(a) Personal data means a customer/member/colleague name and surname, DOB,
bank details, employee information, email address, IP address, location data, etc.

(b) Special Category data means someone'’s racial or ethnic origin, political opinions,
religious or philosophical beliefs, trade union membership, genetic data, biometric
data, data concerning health or sexual orientation
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(Please explain if the Reporting Form has been completed on the same
day the data security incident occurred or became known, or whether
there was a delay in reporting the data security incident to the Society's
DPM (DPQ). If there was a delay, please explain the reasons for the delay)

3. Personal Data At Risk

3.1. How many individuals have been affected, and are these
colleagues, customers, members or other third parties?

3.1.1. Please also indicate the name(s) of the affected individual(s)

(“affected individuals” means ONLY the party or parties whose personal
data has been compromised, ie. their contact details/account details/
banking details etc. have accidentally or recklessly been disclosed to the
wrong people/organisation, or lost, or stolen, or their rights and freedoms
have been put at risk by the data security incident. If someone has received
someone else's personal data in error - whether by post/email/text
message etc. - they are not an "affected individual’, as their personal data
has not been compromised or disclosed)

2.3. Description of the data security incident: XX
(please provide as much details as possible about the circumstances that

led to the data security incident. Please DO NOT include in the Reporting

Form the names of the colleagues responsible for the data security incident)

2.4. Has there been a delay in reporting the data security incident? | XX

XX

3.2. Are the affected individuals aware that the data security
incident has occurred?

(eg. they may have contacted the business group to advise their personal
data had been breached; or they were contacted by another customer
who received their personal data in error, and subsequently contacted the
business group to ask for an explanation, or complain about it; or a third
party may have contacted the business group to advise they had receive
someone else’s personal details in error)

XX
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3.3. Have any affected individuals already complained to the
business group about the incident?

("affected individual" has the meaning explained in 3.1.1. above)

XX

3.4. What are the potential consequences and adverse effects on
those individuals?

(Please provide only relevant details - For example, if someone’s bank
details were breached, the risks could be fraud and illicit use of their funds;
if someone’s personal contact details were unlawfully shared, the risk could
be identity theft, or illicit impersonification, if someone's medical
information was compromised in any way, the risk could be to the affected
individual’s right to privacy, reputational and even financial if, as a result of
the breach, they were to lose their employment)

4. Prevention Measures

4.1. What measures had the business group put in place to prevent
an incident of this nature occurring?

(Please provide details of policies, procedures or safety measures already
in place within the business group (PRIOR TO the incident occurring) that
had been put in place to prevent similar incidents, or that should have
prevented similar incidents from happening)

XX

4.2.If applicable, please provide extracts of any policies and
procedures in effect within the business group (ie. NOT Society's
policies and procedures) that are considered relevant to this
incident, and explain which of these policies and procedures were
in existence at the time this incident occurred

(please provide details of when such policies or procedures were
implemented)

XX
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4.3. Does the business group regularly briefs staff about the
handling of personal data, in line with the Society's policies and
guidance?

4.3.1. And does the business regularly audit/check its data security
measures, as well as colleagues’ awareness to risks posed by
incorrect processing of personal data?

(Please provide details eg. team meetings, regular training
refreshers, weekly/monthly checklists completed by DPC, etc)

5. Containment and Recovery

5.1. Has the business group taken any action to minimise/mitigate
the effect on the affected individuals?

(Please provide details of what actions, if any, the business group has
carried out to reduce the risk to the affected individuals, eg. recovered
the lost/stolen/misplaced personal data within the first 24 hours/short
period of time (indicate when), or blocked the access to the customer’s
account until the log in credentials have been duly changed, etc)

XX

XX

5.2. Has the data placed at risk now been recovered? If so, please
provide details of how and when this occurred.

(For example, if someone’s prescription and medication were sent to the
wrong patient/customer, has the parcel being recovered? If not, why not?)

XX

5.3. What steps has the business group taken, or intends to take,
to prevent a recurrence of this incident in the future?

5.3.1. Immediate & Short-Term Remedial Action(s)

XX

5.3.2. Long-Term Remedial Action(s)

XX
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6. Training and Guidance

6.1. Had the member(s) of staff involved in the incident passed the
data protection module available on the Society's e-learning portal?

(Please provide details to explain your response, eg. did complete the
module on [indicate the date]; or did not complete the module because
the colleague is a new starter and will complete the module shortly; or did
not complete the module because... [other reason]; or any other
explanation you can give in support of the colleague’s training)

XX

6.2. If the member(s) of staff involved in this incident has not
completed the data protection module on the e-learning portal,
had they read and signed the Society's “Acceptable Use of IT
Facilities” policy upon joining the Society, or in any other moment
after that?

(Please provide details)

XX

6.3. Had the member(s) of staff involved in this incident read the
Society’'s Data Security Do's & Don'ts?

(Please provide details if necessary)

XX

6.4. If applicable to your business group, had the member(s) of
staff involved in this incident received any additional, compulsory
industry training?

(Industry training means any compulsory training your Regulator
(if applicable) imposes on regulated firms. [NOTE - Regulators are Ofgem,
Ofsted, Ofcom, Abta etc.] Please provide details)

7. External Reporting

7.1. Does your business have any mandatory obligation to notify
data breaches to the authorities or an industry Regulator?

(If applicable to your business group, please provide details of any compulsory

XX

requirements from an industry Regulator to notify data breaches)
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7.2. Where applicable, have you informed the Police about this
incident, for example in case the data breach occurred in the
course of a burglary, or theft?

(Please provide details of any action you have taken to notify the Police

eg. if the data breach is the result of a break-in, or theft in store, or theft

of IT equipment)

DON'T FORGET TO NOTIFY THE IT DEPARTMENT if any device (laptop,
mobile phone, tablet etc.) has been stolen, so that it can be remotely blocked

XX

7.3. Are you aware of any information about this incident having
been leaked to the media, either newspapers, social networks or
other online platforms?

(Please provide details)

8. Learnings

8.1. Explain what learnings (if any) have been discussed internally,
and cascaded to your teams.

(Please explain what learnings the business group, and the colleagues
involved in the incident, have gained from the data breach. You should also
provide details of how these learnings will help towards the prevention of
future similar reoccurrences)

9. Disciplinary Action

9.1. Has the business group initiated a disciplinary action with the
colleague(s) responsible for the data security incident?

9.1.1 If YES, please provide details.
(eg. reason why a disciplinary action was initiated, number of
colleagues involved, planned actions etc.)

XX

XX
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